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PURPOSE OF EXPORT
CONTROL BRIEFING

TO PROVIDE AN OVERVIEW OF THE INTERNATIONAL TRAFFIC
IN ARMS REGULATIONS (ITAR) AND THE EXPORT
ADMINISTRATION REGULATIONS(EAR), AND RELATE
THESE REGULATIONS TO THE MISSION OF GSFC

TO ADDRESS SPECIFIC ISSUES AND QUESTIONS OF THE GSFC
ACTIVITIES
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PRESENTATION AGENDA

+ INTRODUCTION
+ EXPORT CONTROL PROGRAM
+ QUESTIONS & ANSWERS




GSFC EXPORT
CONTROLS

+ NASA Export Control Program
— Headquarters Export Administrator (HEA), Robert Tucker
— GSFC Center Export Administrator(CEA), J.R. Hedgpeth
— GSFC Center Export Counsel(CEC), Greg Larosa

— GSFC International Program Specialist(s), Jim Frost/Patty
Manalansan
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GSFC EXPORT
CONTROLS (Continued)

+ Roles & Responsibilities

— Overview - responsible for assessing & ensuring compliance of all
Center program activities with U.S. export control laws and

regulations o )
v
/\/‘i{jg
=

+ Importance of Briefings & Updates




GSFC PROJECT MANAGERS
EXPORT RESPONSIBILITIES

ALL NASA FIELD CENTER PROJECT MANAGERS SHALL ENSURE THAT
TRANSFERS ARE CONSISTENT WITH HEADQUARTERS PROGRAM OFFICE
POLICY & INCLUDE “EXPORT CONTROL MILESTONES” IN THEIR
PROGRAM/PROJECT PLANS TO ENSURE THAT EXPORT CONTROL MATTERS
ARE CONSIDERED AND RESOLVED IN ADVANCE OF PROSPECTIVE
SHIPPING OR TRANSFER DATES. IN ADDITION, ALL NASA PROJECT
MANAGERS SHALL, IN CONSULTATION WITH THE CEA, ENSURE THAT THE
INTERNATIONAL ACTIVITIES UNDER THEIR DIRECTION INCLUDE:

+ Appropriate safeguards for commodities, technologies, and software exported and trans-
ferred pursuant to international agreements;

+ Provisions of necessary technical information to the CEA to permit a sound
determination as to the need for validated export licenses or other documentation in
specific activities, and for the completion of such documentation, where necessary; and

+ Adequate lead time for the submission, processing, and receipt of validated export
.| licenses, where necessary




+ What is an “Export”

EXPORT DEFINED

A SIMPLIFIED DEFINITION

“The transfer of anything to a “Foreign Person” by any means,

anywhere, anytime, or the knowledge that what you are transfemng to a
“U.S. Person”, will be further C

transferred to a “Foreign Person” { t

Methods of export include Mail, Fax, E-mail, WWW, FTP, Shipping,
Handcarry, Phone, Face-to-Face discussion, other

International Traffic in Arms (ITAR) Definition (22 CFR Part 120.17)*
http://www.pmdtc.org/itar2.htm

United States Commerce Department Definition (15 CFR Part 734)*
http://w3.access.gpo.gov/bxa/ear/ear data.html

*Discussed in Detail in Handout
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*

ITAR/USML

PRESENTATIONS/

g VISTTS/CONFERENCES

PROVIDING INFORMATION TO A FOREIGN NATIONAL
CONSTITUTES AN EXPORT.

IF YOUR PROGRAM INVOLVES AN ITAR CONTROLLED
TECHNOLOGY, THERE ARE LIMITS TO WHAT MAY BE
EXCHANGED

SHARING ITAR INFORMATION AND/OR TECHNICAL
ASSISTANCE WITH FOREIGN NATIONALS* WORKING AT
GSFC IS REFERRED TO AS DEEMED EXPORTING

| *Applies to non-permanent residents



DISSEMINATION OF NASA
INFORMATION THROUGH THE
INTERNET

NPG 2800.1, Managing Information Technology ,

Section 2.6 Information Dissemination on the Internet

+ c. Sensitive, confidential, export controlled, copyright protected, or
privacy information should not be placed in publicly available
directories

+ d. A clear accountability for the accuracy and appropriateness of
information to be displayed must be established before any information
regarding NASA activities, missions, organizations, publications, is
posted on the Internet via NASA “servers” for public access.
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Export Control:
Back-up Materal
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Export Definition
(ITAR)

+ What Is An Export?
ITAR Definition, (22 CFR Part 120.17)
http://www.pmdtc.org/Part120.pdf

“Sending or taking a Defense Article out of the U.S. in any manner, except
by mere travel outside of the U.S. by a person whose personal knowledge
includes ‘Technical Data’;

or

Transferring registration, control or ownership to a foreign person or any
aircraft, vessel or satellite covered by USML, whether in the U.S. or
abroad.”
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Export Definition
(ITAR) (cont.)

+ What Is An Export? (ITAR definition continued)

“Disclosing (including oral or visual disclosure) or transferring® in the U.S.
any Defense Article to an embassy, any agency or subdivision of a foreign
government;

or

Performing a Defense Service on behalf of, or for the benefit of, a foreign
person, whether in the U.S. or abroad”

* Special Note: Means of Transfer include Mail, Fax, E-mail, WWW, FTP,
Shipping, Handcarry, Phone, Face-to-Face discussion, other
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ITAR PUBLIC

DOMAIN DEFINITION
22 CFR 120.11

http://www.pmdtc.org/Part120.pdf

+ Public Domain- information which is published and which is generally
accessible or available to the public

— through sales at news stands and bookstores;

— through subscriptions which are available without restriction to any
individual who desires to obtain or purchase the published information;

— through second class mailing privileges granted by the U.S. government

— at libraries open to the public or from which the public can obtain
documents;

— through patents available at any patent office

— through unlimited distribution at a conference, meeting, seminar, trade
show or exhibition, generally accessible to the public, in the United States,
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ITAR PUBLIC
DOMAIN DEFINITION
(Continued)

through public release (1.e., unlimited distribution in any form
(e.g. not necessarily in published form) after approval by the
cognizant U.S. government department and agency

through fundamental research in science and engineering at
accredited institutions of higher learning in the U.S. where the
resulting information 1is ordinarily published and shared broadly
in the scientific community

Fundamental research is defined to mean basic and applied
research in science and engineering where the resulting
information 1s ordinarily published and shared broadly within the
scientific community, as distinguished from research the results
of which are restricted for proprietary reasons or specific U.S.
government access and dissemination controls:
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ITAR PUBLIC
DOMAIN DEFINITION
(Continued)

— University research will not be considered “fundamental research” if:

- the University or its researchers accept other restrictions on
publication of scientific and technical information resulting
from the project or activity, or

- the research is funded by the U.S. government and specific
access and dissemination controls protecting information
resulting from the research are applicable
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GSFC STI PUBLIC DISCLOSURE
EXPORT CONTROL CHECKLIST

The Export Control Office requests your assistance in assuring that your
proposed disclosure of NASA scientific and technical information (STI)
complies with the Export Administration Regulations (EAR, 15 CFR 730-774)
and the International Traffic in Arms Regulations (ITAR, 22 CFR 120-130).
The NASA Export Control Program requires that every domestic and
international presentation/publication of GSFC STI be reviewed through the
GSFC Export Control Office in accordance with the NASA Form 1676,
NASA Scientific and Technical Documents Availability Authorization (DAA)
process. Release of NASA information into a public forum may provide
countries with interests adverse to the United States with access to NASA
technology. Failure to comply with the ITAR regulations and/or the
Commerce Department regulations may subject you to fines of up to $1
million and/or up to 10 years imprisonment per violation. Completion of this
checklist should minimize delays in approving most requests for
presentation/publication of NASA STI.

- 17



GSFC STI PUBLIC DISCLOSURE
EXPORT CONTROL CHECKLIST

Generally, the export of information pertaining to the design,
development, production, manufacture, assembly, operation, repair,
testing, maintenance or modification of defense articles, i.e., space flight
hardware, ground tracking systems, launch vehicles to include sounding
rockets and meteorological rockets, radiation hardened hardware and
associated hardware and engineering units for these items are controlled
by the State Department under the ITAR. A complete listing of items
covered by the ITAR can be accessed at

. The export of information
with respect to ground based sensors, detectors, high-speed computers,
and national security and missile technology items are controlled by the
U.S. Commerce Department under the EAR. If the information intended
for release falls within the above categories but otherwise fits into one or
more of the following exemptions, the information may be released.

)
- 18



GSFC STI PUBLIC DISCLOSURE
EXPORT CONTROL CHECKLIST

EXEMPTION 1

If your information is already in the public domain in its entirety through
a non-NASA medium and/or through NASA release previously approved
by the Export Control Office, the information is exempt from further
review. If the information falls into this category, you may attest that you
are using this exemption by signing below.

Signature Date
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GSFC STI PUBLIC DISCLOSURE
EXPORT CONTROL CHECKLIST

EXEMPTION II

If your information pertains exclusively to the release of scientific data,
i.e., data pertaining to studies of clouds, soil, vegetation, oceans, and
planets, without the disclosure of information pertaining to articles
controlled by the ITAR or EAR, such as flight instruments, high speed
computers, or launch vehicles, the information is exempt from further
review. If the information falls into this category, you may attest that you
are using this exemption by signing below.

Signature Date

\\_Qa =
s
sy
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GSFC STI PUBLIC DISCLOSURE
EXPORT CONTROL CHECKLIST

EXEMPTION III

If your information falls into the areas of concern as referenced above,
but is offered at a general purpose or high level, i.e. poster briefs and
overviews, where no specific information pertaining to ITAR or EAR
controlled items is offered, the information is exempt from further review.
If the information falls into this category, you may attest that you are
using this exemption by signing below.

Signature Date
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GSFC STI PUBLIC DISCLOSURE
EXPORT CONTROL CHECKLIST

EXEMPTION IV

If your information is not satisfied by the three exemptions stated above,
the information may be released using exemption 125.4(b)(13) of the
ITAR. Use of this exemption is afforded only to agencies of the Federal
Government and allows the release of ITAR controlled information into
the public domain. The GSFC Export Control Office has determined that
use of this exemption will be allowed only after receiving assurance that
such release is a responsible action. The following internal guideline has
been established regarding use of this authority: That the information
does not offer specific insight into the design, development, production, or
manufacture of an identified ITAR controlled item (reference paragraph
2, above) in sufficient detail (by itself or in conjunction with other
publications) to allow potential adversaries to replicate the item or exploit
or defeat controlled U.S. technologies.

)
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GSFC STI PUBLIC DISCLOSURE
EXPORT CONTROL CHECKLIST

concurrence with the responsible use of Exemption IV when Exemption
IV has been cited by the author. If you determine that you have met this
criteria, you may attest your determination by signing below, and the
GSFC Export Control Office will offer favorable consideration toward
approving your presentation/publication request under this special
exemption.

Signature Date

If you do not satisfy the above exemptions, please contact the GSFC
Export Control Office for further clarification on the releasability of your

_ | information under the ITAR or EAR.
s



Maional NASA Scientific and Technical Document

Aaanaulics and

Aeamstcalion Availability Authorization (DAA)

memMﬁﬂmﬂﬁwmﬁw‘l#BﬁwmﬂmmM\srwwﬂm#hw L iy d g dnslindd e D Ciigiral

i rpmpnealie MARA Prgloc] nern, Tonhmisa! Macdon aiiier, o Hher srmaivis!a MASA cilgal i aF prosechafons, noports, Maﬁﬂmﬂw g gt NARA ST
Ewummn:mmlhohutwmmmawmwhmwmlﬂwmz "Guscoios for Dozl tom, Anpronal, and’ Drseminatorr o MASA Soienido s D
il LTI, Kadiied
L BOCUMENT/EROJEST IDENTIFIGATION
TITLE AUTHOA(S)
QRIGINATIMG MASA ORGANIZATION PERFORMING CREAMIZATICN ff aitfaren)
CONTRACTIGRAMTIMTERAGERCY/PAQIECT NUMBER{S) COCUMENT MUMBER(S) COCLUMENT DATE

Bidugh
PENCDAG INGERAIN 0 Fop wlpncod DEBNGISGT S A5 e, Bne A0 G ¢4 GIVIENGRan, CRMERIL oF peu
name o (oG S e Rt i Vo nood baw. Theso meoemonls mesk b raciod o e MASA, Hargxeraons of

v progeniilons, (ductiili, oF oibi ST fo o daftvdly pudiished (nabing A adinl, enar I
D Ece o e TS Lo W A 250 (e Socrans i and WG,

I, EEGURIT'( CLASSIFICATION
GHECK CHE (L0 g Mg frak Boees denoinn Saeanily Cageiealin il B choiad.)

[ secrer ] secreT R [0 cossroesmiac O codrpenTiaLaD [ UNCLASSIFIED
. AVAILABILITY GATEGORY
D ITAR D EAR Expodt Controlled Document - USML Category HECL Extport Control
Classification Mumbar (B (Doewrants maked i fis bioek must rava tha

cougenrpneaBnail af dhe MARA Maedoiig o Qanfer Expod Control Adanishsirar fEod Sectian VINL

Conlidentis! Commersis! Decwmant feheek soaraonsle box al felf and inaicate below the apprapriata fimitation and
ENPNTRIOVTE

O Treoe secrer [ us. Govammant agencles and LS, Govarmment agancy conirastors only

D SEIR D MaSA conbractors and U5, Gowarmment oaly

D COPYRIGHTED D U, Govamman agenaciss onfy

D Mafa parsennel and MaSs conlracions anly
D Mafa persennel only

D AvaFable cnbr with the approval of issving ollice;
[ vimite wntil fiefarap

D PUBLICLY Puldicly il docyrments st be ynclagsiied, rmay nol be axpoct congrallid, miy ol conliy@n 8 Secuy ar
AVAILABLE conlidential commensial data, and should hava cleared any applicatia palents applieation grocess.
IV, DOGUMENT DISCLOSING AN INVENTION
THIS DOCUMERT MAY S RELEASED QN PASA HOQ OR GENTER PATENT OR INTELLEGTUNL FRDPERTY QOUNSEL SIGWATURE DATE
{ian)

W. BLAMKET RELEASE {OFTIOMNAL)
D All documans kEseed undar the fllewing comract'grantproject numsear
erly L oGt on 0 Cheaked B0 Sectiang |1 e 1,
[[] Tne blanket release auledization geaned on dowie
D iz RESCIMDED - Filura docurmants mus! have indivigual availabdity sutharizations,

]:l is MOEHFIED - Limilations {or &l documents precassed in lhe ST system upder he blankel release showd be changed 1o condaam o
blecks a5 checkad in Sestions 1 and 11,

O T . Y YY", i
NASA FORM 1676 AL 97 FLEASE CONTINUE (W REVERSE SIQE.

24



VL AUTHORMRIGINATOR VERIFIZATION

I HAWE DETERMINED THAT THIS PUSLICATICHN:

D COES contain export contralled, contidantial commercial intamation, and'sr discloses an invention or which & paten has been applied, and

ik dpprapniate limiaton is checked i Sections Nl andir 1Y,

D dioes NOT confe axpon conrelled, confitartial commercial inlermation, noe does it discfosa an invention for which 2 patani nas been

apptiod, ared ey be ralenged a5 indcabed Al

MANE OF ALFTHOADRIGRATOA MAIL GONE  [SIGHATURE CATE

Vil. PRUJECT OFFICERTECHMNICAL MORITORDIVISION CHIEF REVIEW

D AFPROVED FOR DISTRIBUTICN AS MARKED O REVERSE

[] we areroven

TANE (F PROMEGT OFFIZEA DA TECH, MOITOR  |MAILGONE  |SIGHATURE DATE

Vill. EXPART SONTROL REVIEWSONFIRMATION

[ wusticreease i approved [ Empon iz
[ Expemconwaiied Smnation iz spproved ] Expont commiled limisason (ITAREAR) maked in Sectian 1l i 8ssigned o tis documans:
USHL CATEGAIT PMBER

CCLECGH NUMEER HG OR CERTER ENFORT CONTRIL AGMINISTRATOR (2 anabcable] |D.P\'I“E

1. FPROGHAM OFFICE OR DELEGATED AUTHORITY BEVIEW

D APPROVED FOR DISTRIBUTIZN AS MARKED ON REVERSE

[ ot aremoven

MAME OF PROGRAM OFFIGE REFRESENTATIVE MAIL CODE

SIENATLERE |D."\'I'E

X DISPOSITION

THIE FORB, WHEN COMPLETED,. |3 TO BE SENT TC YOUR CENTER PUBLICATIONS OFFICE

INSTRUCTIONS FOR COMPLETING THE NASA SCIENTIFIC AND TECHRICAL DOCUMENT AVAILABILITY AUTHORIZATION (DAAY FORM

P . Thes Do damm |5 u:cabopeuscnbolmumiub-lq,l and distitution of all
TASAENETH IR S MAS R i, RTINS COnlRininG SaEanilic and chnizal

4y sl wid Eudh 35 thd Wk Wido
ek ane CO-FCM).

ashion 1, AhetTach. i 1 3 SomEitien Gay of s dacu e wih A

0, AbEiract, s ra ¥ LITHNL Wil s [izen,
Thi {omis iniliated by the decument authonfonginasod amd hal indandual is
lupumsbol'u moammmeg}dmmdnrg i mlunlq,-ru‘slm.ﬂon al lhe

Th i Seeripns. | thngugh 1, and VI, The

anuthesSoiginand: s alen mspasiiia dr chiainig informason and SAATIN i SEH
IV 1 the exteni the decumen) diseiosos an irvention far which palenl pradeclion has
been?[gllu:l rent bo complelion of Bhese seoiens, Thg aulherongnales
Ieraics the document b the appaonriae FlanagenTirchnical MoniosDivision
Crinl for furthor covinw 3 aggies] in Socten VI, indudiog a m-smdow of tho
Pannnd‘avaiabﬁ and dInbulion. Once Lhis appioval is cxtained. the D s
oramrcod ba s.uuudquanmmcunmrbxmrtnn‘n-lnlslmorrumwmnlm
ef Section WL It is then faneazded Iorwmfﬂmmﬁ&eclm 1 00 6w £gm2a
MASA Hoadimoas P i o Digpalind Aulfwine, i ks inal
rerai ey and appodwil [or sikease of the document as marked.

Wheth ba Use Thia Farm, Decumenis containing ST1and inended $7 presantation
ek el ita AGEda

snusk ba 10 with
the BASA STI Procecuns s and Guideines iHFGﬂm 2 Documcrﬁs- It iara 30 ba
peblshed in tho KASA £T1 Repod Sonos mis Doord’malud with 1he 'lpﬂmprim

Nﬂsﬁ eam ﬂurswmrswnmcamﬁww paenztion Clicz in

a 2. B thal rdo:mmmm Mg Disaaiienation

mge Mlamlwwﬁusmwmanlanmwml lor bk, document date,
coniracl number.

Haw 16 Ued 1his Fear. Spaci®; quicklings far 0ach Sa1e of 1 lonn 220 Jalafed

FrejerLIdnliticalion, Providy tha inlermason requested, 1 e
mmﬁlﬁtmﬁ&ﬂ wsmmmmydasaﬂmmolm Uiuam!
absiracl, [Crasshiod infomalion must rot ba entesd en Lhis farimn). In: AT
numb-er:mm&nlm:ﬂﬁmnmnlcrwmno}fmwnmmﬁnu mﬁdn

4P a5

Ly Class) &;.\'J]?u. Erfes Lhi applicatds sacunby classilicalion lor b
Eocurm,mt Documeﬂl.,. class i, will b ailable o apnroprabely cloansd
PSR NG & NRE I3 ki,

. fowaitability Category for Wnclassilied Documands. Check e appiegrale
Ealppony or clegenas.

E‘W MMPLNMME&B@MR) NN (200

mglaph-! s:n..nn chistred, sither
Inm:.lnoru{ 1 umwj orEsq:-urthu‘rlHnﬁlmmn Reguialions
EAR], aﬂﬂlh\r

Ciired Ligt -:ocu D-nmconmmasalmm ik TECEH rustba

Lo L "“

iy Frado Socrols,
28IF Ch w-:meuppiiwun_ BQH&W
NPG??W?W&QMHD!S. ﬁmnnanpmmm ale
the appiopriale lmilalion and Gapirssen in the B2 the o hl.n{musn r\eelm
Thus\orrrws rifir 30 1ho user Smm ulhorzed 1o.obinin tho dooumont. The
limiZatong S0ty bedh LDI.M'IWBI Ligsn o iy Z5EumMErE A [0 Pndiing 4
equists lof the doounerns, Tho m-ﬁlmarm&ﬂammmm
cmn;nd&uducumr..ﬂucumimﬂnd T parsannel i b mada
ﬂﬂmﬂtlﬁwmmﬂﬂmﬂmmﬂﬂ¢0ﬂm oa] of [E5aEng

Ol limication b chicRg, te MASA Cerrer lor rmnation wil prorids
el e irinia] cistiounioe: GASE wil ralor 2l doasnen

mety bdiog E phic peoossing
ruBSTs Lo the issuing allice.
P Avalinble Dacomant - Wnreatricted istibwiian Chic this bow il the

i B it
rissfictions unresincied domeshe and rfssnalional cistaboton. | iho daoomne &
Wﬁgmw [seo paragmph 4.5.7.% In HPG 2200 2), 1|s.ochoﬁ:m'{‘.q:ngnlo¢'

in

. Dogwemond Disclesing anfovontion. This must b compleled when thi

decument conlnins Inlorisen Iat ciscioses an krecndon [soo KEG 2200.2,
paBgraph . sm Whan this bow is checd, an edduma! Appeopnialn avElatdin

=] reusl b chockid, s of this cal mﬂlﬂ HASA

M warkers of Cenler Paters Counsed or tha memm T s,

V-Blanlmﬁcnlﬂ Cptianal). Gonmgdetn i apliona] seoen whengar sibsequent

dadyirant: e i mm o-am et dr0 mboawr-mu-aam
d&lrihulmnznd.'ormlabi’ibzl 1Land I Mera Than ano
eoenlrzct numess ar BT mbom:mw :nlumd Thh,,ocbmnmjﬂha wsed o
enging o M a-'t-aan-a:B’!ankolHmnasa.mlmnkolle!uammtwswwd
Fey v Prrgegeain DRG0 2 15 0 @i Gonanad wills By tho Qs of
ianvsginan] Sysloms sl PRSI s,

VL AuthorQriginaiee doridieotian Receered tor oll DAA foems,

VI o Tachnical Manita This Projiset

[&]] mﬂmm\ulmrw%mlw&m@n Eﬁ%bﬂfwmmuadgn nnd
daip Sha form, The otten 000 &

g shisdd b anlared,
VI Expart o hlsml-\:\mssubﬂc\ompltleﬁbﬂhn
mmﬁ;“o;m&ﬁmwmwamrtw Contrg] A

séction is 1 be
by m.fS'fr, ahanzed Mﬂ repeaseTang Ine NEI\ Hm%@mﬂnr’?"mgran

i frm WASA HOadganara 105 HAGA Gonlar in aeegednngg with NFG
2mk1 Ly il T,

X Dispegiilen Sor i Cemer uso.

p——
HASA FORM 1676 ALG 97

25



